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Aim

The aim of the project is to develop a “role based access control system” for securing the information stored in the database.  The system would be basically a web application that will use all the features, services and Application Programmer Interface’s provided by the asp.net framework. The System will allocate specific access rights to every user, and based on the access rights all the users will be allowed to access information from the database.

The main objective of the system would be to protect the information stored in the database, from intrusions that are possible to happen from internal users. The unwanted activity may be in any of the forms like if any misuse of the system is done by any authorized user, any kind of mistakes done by the authorized process or user or may be in the form of malicious attacks. The security of the database is a specialization inside the computer security discipline.

Deliverable

· A prototype mainly web application implementing services of “Role based access control system”.

· The system would consist of web application incorporating master pages, cascading style sheets etc, including all services of the Asp .Net framework. The code for designing the master page using CSS will be separately written in efforts to build the design of the system.

· Security to information would be provided by means of the algorithms, implemented in the system, so as to keep the information of registered users safer from other illegal access.

·  The master page thus designed will act as the front end for all users in the entire application and would be reflected on all web pages, thus maintaining a sophisticated and easy to use Graphical User Interface for all users of the system.

· The System will provide different kinds of services to registered users, and depending on the information provided at the time of registration it will allocate different access rights to every User.

· The system will generate logs for every user, capturing all access information of every user. The System would finally detect intrusions based on the Logs thus generated for every user.

· The System is also capable of identifying behavioural or runtime vulnerabilities for instance vulnerabilities like sharing of administration accounts or even excessive administrator logins by monitoring actual user activity over time
Research question(s)

1. Is it mandatory to take strict control measures for the protection of databases or somewhat lesser control measures would solve the purpose? 
2. Does the system preserve the intellectual property of the database?

3. Does the system follow any guidelines for the protection and use of databases as such?
4. How will the two algorithms operate to save the sensitive information in the database?  
5. What are the drawbacks of Private Key Cryptography [DES, 3DES, AES (Advanced Encryption Standard)]?

Literature Review
Databases play a vital role in storing all kinds of information of any person or organization,  the main purpose behind storing information in data base is its simplicity, i.e. once information is stored it can be easily retrieved or updated. Data is stored in an organized format by the management software that is responsible for managing the data. Databases usually also contain sensitive information, which is kept hidden from outside users. But in recent times it has been seen that attacks on databases have increased drastically resulting in the need for security systems that can protect sensitive information from misuse (Chavira, M., Allen, D. and Darwiche, A. 2005). Databases are also likely to be holding sensitive information of the customers like financial records, healthcare histories, order histories, credit card and Social Security numbers. Many organizations are developing security strategies that include encryption, access management, security auditing and event logging. Solution for protecting confidential data must involve secure encryption technology and careful management of access to the cryptography keys that unlock the encrypted data. Encryption can provide strong security for data at rest (Feistel, Horst 1974).
    Achieving secure data transmission has become a very big problem in any network system due to daily increase in new hacking techniques. The hacking techniques are described as attacks and they include Cipher text only attacks, plaintext attacks and eavesdropping. These techniques help the hackers to know the data and use it for their purpose. Cryptography can be used to overcome these attacks and ensure secure transmission of data. The attacks mentioned above can be prevented by using strong encryption algorithm. RSA, AES, Triple-DES are some of the encryption algorithms being applied.
The RSA algorithm can be effectively used for CIA (Confidentiality, Integrity and Availability). The main problem with RSA algorithm is that it is very easy to break the encrypted data if the key size is very small. Therefore if we increase the key size of the encryption then it will consume more system resources. In order to overcome this problem we will reduce the key size of RSA and then encrypt the RSA encrypted message again using Triple-DES encryption algorithm (Securing Data at Rest: Developing a Database Encryption Strategy 2002) (Feistel, Horst (1973)).
In cryptography, one of the algorithms describing the public key cryptography is RSA (Rivest, Shamir and Adleman) algorithm. The RSA algorithm is one of the huge achievements in the field of public key cryptography, because it is the first algorithm that can be used for both encryption as well as for signing. The RSA algorithm can be secured by using the updated implementations and long keys, which can be used with security in the field of electronic commerce (Feistel, Horst 1973).  

Mainly the RSA keys are 1024–2048 bits in length. It is being assumed that 1024-bit keys may become breakable in the near term because this is uncertain; some of them see any way that 4096-bit keys could be broken in the near future. In 1999 it has been shown practically that 512 bit keys can be easily breakable when RSA-155 was factored with the help of several computers and that can be breakable by using common hardware in a few weeks only. In 2003 there is a theoretical hardware device was introduced by Shamir and Tromer naming TWIRL, which was called for the 1024 bit keys’ security.

Peter Shor proved in 1994 that with the help of a quantum computer, which cannot be practically possible, would be able to factor in polynomial time that can break the RSA algorithm (Menezes, Alfred; Paul C. van Oorschot; Scott A. Vanstone October 1996).
The DES (Data Encryption Standard) is a form of block cipher, that means it is in the form of some encryption that was shared secretly, was implemented in US in the year 1976 approved by the National Bureau of Standards and announced as an official Federal Information Processing Standard (FIPS) and after that it was accepted throughout in the world at a large scale. The algorithm was based on the asymmetric key approach that uses the 56-bit key. At the time of implementation of this algorithm first time, it was being doubted with the design elements consisted within it, it has a short length for the keys, and was also suspected as a National Security Agency (NSA) backdoor. But due to the presence of the block ciphers, many cryptanalysts widely accepted it (Cormen, Thomas H.; Charles E. Leiserson; Ronald L. Rivest; Clifford Stein 2001). 
In spite of all the doubts and criticism, DES was approved as a federal standard in November 1976, and published on 15 January 1977 as FIPS PUB 46, which can be used on all unclassified data with authority. 
First a fixed length string of plaintext bits is taken and then converted into another cipher text bit string of same length through a set of complex operations in the DES algorithm. 64 bits is the block size in the case of DES. A key is used to customize the decryption in DES, so that the person knows the key that was being used only can decrypt the text. Only the 56 of the 64 bit are used in by the algorithm, and the remaining 8 bits are actually discarded because they are used for checking the parity (Cormen, Thomas H.; Charles E. Leiserson; Ronald L. Rivest; Clifford Stein 2001). 
Role-Based Security Models

To understand more about the first model, let’s take a small example. Let imagine a bank account, it involves opening an account and retrieving the account’s balance. But as per the requirement analysis, we discovered that only the tellers can open an account, but here both the tellers and the account holder or the customer can see the available balance in the account (Ferraiolo, D.F.  and Kuhn, D.R.  1992).
The term role is always implemented in the business or financial applications to implement certain policy. As for example, the limits may be imposed on certain applications on the number of transactions being processed based on the task that if the user is related with any kind of roles. Like in an organization the clerks have the authority to access limited information, supervisors have the authority to access larger information than the clerks and the vice presidents have even larger access rights to the information. When an application requires more than one approval to complete a task, then the role based security is put forward. As like if a customer wants to purchase any product by sending purchase request to the purchasing agent, then it is completely up to the agent if the request is converted into an order or not (Fernandez E. B, Hawkins J. C, 1997).

The security which is the role based is developed on the dot Net framework, that provides the authorization by creating the information about the principal, which is created from an associated identity, which is available to the current thread. The identity of the principal is created based on the windows account directly or through custom accounts. The authorization decisions are made to be based on role membership or identity of principal in the dot Net framework applications. A role is having the same weight as a teller or manager has in concern with security. One or more roles can be under the principal's membership. Therefore the authorization of the principals can be measured through its membership (Fernandez E. B, Hawkins J. C, (1997).

If there is an issue of the access to the resources, then the role based security is most useful. Let’s take a scenario of a bank, where every member associated with that bank has the right to access of a software program in there. But the records of the customers cannot be accessed by everyone. The managers have the rights to modify the details of the customers if necessary, rather than the clerk who had no rights to access those records. Hence on the basis of roles the security is being provided by the dot Net easily. The role based securities can be used as attributes with the help of dot Net.
Analyzing and design of an application requirement to play in the business domain of the users is just a part, just as factoring components and interfaces are. It doesn’t have to change the application if roles are used instead of particular users when changes occur in real life, such as (Ferraiolo, D.F. and Kuhn, D.R.  1992)
· New users being added

· Existing users moving between positions

· Users being promoted 

· Users leaving their jobs

Introduction to Cryptography

Cryptography is divided into two types one is private key cryptography and another is public key cryptography. Security is the main advantage of public key cryptography, where as the private key need not to be revealed to any one or need not to be transmitted (Diffie, W. and Hellman, M.E. 1976). In a secret key there is always a chance that an intruder could discover the secret key while it is being transmitted. Providing digital signature is the one of the major advantage of public key. In secret key systems, it requires the sharing of some secret or involves trusted third party in point of Authentication. By compromising one of the parties of shared secret, a sender can repudiate a previously signed message and can know the secret key. Let us take Kerberos as an example, the Kerberos secret key authentication keeps a central database that holds the copies of the secret keys of all the users connected to it. Here the Kerberos authentication is not legally bind so there is a possibility of an attack on the database and high possibility of forgery (Guillou, L. C. and Quisquater, J.J. 1988). This can be prevented using public key authentication, because private key is not shared with the person or with the other people. This type of public key authentication is called as non repudiation (Diffie Whitfield and Hellman Martin E 1977).
One of the most disadvantage using public key cryptography for encryption is the speed because there are many other popular secret key encryption methods which are truly faster than present available public key encryption methods (Diffie, W. and Hellman, M.E. 1976). 

Private Key Encryption
Private Key is nothing but the key or the method used to encrypt and decrypt. Then person who knows the method how a message can be encrypt can easily decrypt the message. So the important thing is to keep the key private. Here only two persons should involve means the person who is sending the data and the person who is receiving the data only should know the key (Guillou, L. C. and Quisquater, J.J. 1988). As discussed private key cryptography is known as symmetric cryptography as because encryption and decryption processes are just quite opposites (Diffie Whitfield and Hellman Martin E 1977). 
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Figure 2: Shows Asymmetric or Public Key Cryptography

Reference: http://www.uic.edu/depts/accc/newsletter/adn26/asymmetric.jpg
Accordingly, the two people must communicate beforehand and should agree on a particular algorithm and the key so that the receiver can decode the message. Let take an example, private key encryption is that to send a text over an internet, the send data should be scrambled so that the intruder cannot understand what’s in the message (Diffie, W. and Hellman, M.E. 1976). So the receiver knows that the message is scrambled, for that he/she should unscramble the message. If the user 1 sends “how are you”, user 2 will receive as something like “iej lek dkj” ever no one can understand this. In order to know this it should be unscrambled using the algorithm. The main advantage using private key is that it is very fast and the main disadvantage is that the key must be exchanged beforehand (Guillou, L. C. and Quisquater, J.J. 1988) Fernandez E. B, Hawkins J. C, (1997).
RSA Algorithm

The securities of RSA keys of particular sizes are important in both theoretical and practical, due both to the academic interest in the underlying problem of integer factorization and it is widely used for the data security. RSA keys is becoming the next horizon in integer factorization, it is 1024 bit key (Gijnth, C.G. (ed.) 1988).
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Figure 3: Shows Encryption and Decryption Process in RSA Algorithm

Reference: http://www.cohn-family.com/images/cert-rsa-encryption.jpg
In many standards documents it is found that RSA key sizes is the traditional comparison of 1024 bit RSA keys to 80 bit symmetric keys. From this comparison it helps us to harmonize key size and algorithm selections. For example if an application requires security greater than or equals to that provided by 80 bit symmetric keys, for this application we include algorithms like triple (Wiener, M.J. 1990).
· DES (112 bit keys) 

· AES (Advanced Encryption Standard) (128 bit or greater keys)

· SHA1(Secure Hash Algorithm) (160 bit hash value with 80 bit security against collisions)

· 1024 bit RSA

These comparisons are recently proposed by NIST (National Institute of Standards and Technology).

Data Encryption Standards

As published as the US federal Information Processing Standard 46 in 1977, DES is the widely used. It is known as shared secret key (symmetric block cipher) and its size is fixed at 64 bit (American National Standards Institute 1981). In ECB (Electronic Code Book) there are 4 defined modes of operation which are being the most widely used. DES has numerous other standards like American Bankers Association's Protection of Personal Identification Numbers in Interchange Standard, Management and Use of Personal Identification Numbers Standard, Key Management Standard, and also three ANSI standards, Data Encryption Algorithm (DEA), Standard for Personal Identification Number (PIN) Management and Security, and Standard for Financial Institution Message Authentication. In IP Security Architecture standard DES is specified as an approved algorithm, which is used by different suppliers in the equipment (Banerjia, S., et al. 1996).
Research Method

Research is general term that can be defined as the process of searching information related to any specific topic or in other words it is proper planned investigation done to identify facts about the topic under research (Kokar, M.M. and Reveliotis, S.A. 1991). 

The first and foremost thing needed when developing any software project is to have an in-depth knowledge about the subject under consideration.  As I am dealing with information security the foremost important task for me is to understand the different aspects of cryptography and information security. Therefore looking at all these aspects in the implementation of project, I feel qualitative research would best fit my requirements because I plan to implement two most secure algorithms of cryptography mainly the DES and RSA algorithms therefore it is essential to first understand in great details about how these algorithms operate and how I can apply them in my prototype.  Therefore collecting qualitative information about the algorithms and understanding them makes the underlying technique suitable for the prototype. And moreover qualitative method aims to gather an in-depth understanding of any subject under consideration and the reasons that govern such techniques. It also investigates the why and how of decision making, not just what, where, when. Hence, smaller but focused samples are more often needed, rather than large samples.

Evaluation

This project mainly deals with the aspect of information security, and focuses on developing a system for database security which would be incorporated in a web application. The System will provide different kinds of services to people, and every registered user will then be allocated with a specific role, access to database will be granted based on the role of every user. The System will dynamically analyze the behaviour of user by generating logs for every user, user information would be stored in encrypted form in the database by means of the encryption algorithm, and database intrusion would be detected by means of the user access logs generated. The information would be stored in encrypted format by using the DES algorithm. The user will first have to register with the system in order to access the services of the system.  User will be authenticated with the help of username and password when interacting with the system. Admin will allocate access rights to every user, illegal attempts made to access sensitive information in the database would be recorded and user access logs would be generated for the same. Intrusion would thus be detected on the basis of the generated logs for every user.
Hardware/software needed

Hardware requirements:

1. Processor: Pentium IV

2. Hard disk:  20 GB min.

3. Memory:     256 Mb min
Software Requirements:

1. Operating system: Windows XP

2. Micro Soft Visual Studio .Net 2008 [ASP.Net and C#.Net]
3. Microsoft SQL Server 2005
Provisional schedule
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APPENDICES

	Will the project require interviewing anybody other than members of SCIT staff?
	No

	Will the project be using a questionnaire to gather data or evaluate the software/system?
	No

	Will the project involve human test subjects?
	No

	Will the project involve access to personal information on individuals?
	No
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